BEEHERERHEE 2R BB ZHA
B ARG B
R SRR AT ARENEER

HE

MERERESENEREEFHENRIERN  SRHGNREA RS  EHE
FEGERAENTE - ENLRBEHERARL L FTEERBRE FEGZHE®  FIA
ERATEELZERNBRHN T ARELTRFHHELBWEN > BEEEE RIS
BE QI w R R SR ARE T R F B e s R R R B R B R > TR
RBR A R e EBRARNE bzt BEWEHEL)BEIN R EHY
FRSZ BIEKE > AREBE TR RGRA N R T ARB I REHFT R 2%
BRSBTS 0 AR E AR B 0 B E A B R E R Bk R 3 B A A R AR Y
TERRERDER ERNH U H - BBAFTEREE > TUREFFTRA W
A R B DA R B AR R m ik A o aw b VT DA b SR A B R 2 SR AR

WA - BRI FHEH - At

Anti-Spam Filter Based on Data Mining and Statistical Test
Gu-Hsin Lai® Chao-Wei Chou® Chia-Mei Chen®

*Department of Information Management, National Sun Yat-Sen University
*Department of Information Management, I-Shou University

Abstract

Because of the popularity of Internet and wide use of E-mail the volume of spam mails
keeps growing rapidly. The growing volume of spam mails annoys people and affects work
efficiency significantly. Most previous researches focused on developing spam filtering algo-
rithm, using statistic or data mining approach to develop precise spam rules. However, mail
servers may generate new spam rules constantly and mail server will then carry a growing

number of spam rules. The rules might be out-of-date or imprecise to classification as spam
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evolves continuously and hence applying such rules might cause misclassification. In addi-
tion, too many rules in mail server may affect the performance of mail filters. In this re-
search, we propose an anti-spam approach combining both data mining and statistic test ap-
proach. We adopt data mining to generate spam rules and statistic test to evaluate the effi-
ciency of them. By the efficiency of spam rules, only significant rules will be used to classify

emails and the rest of rules can be eliminated then for performance improvement.

Key Words @ Spam mail, Data Mining, Statistical Test
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POE TR BT IR BRI ES R - PSR SRR R SRR LUR S AR 7

173 3/1-4/25 BB E IR
Rrsha 54,602 9
IEREH 5,921 1

R BB AR AL > F—HAE R —EE R - DE—RUREE
(311~14) {ERAIBRERL - U8Ry TO 8 T1 » L SO £ S5 FoRfg— BN HIGIZIRIE
SO RRE— WAL > Zif TO LUK T1 LUFTENSRAYRIIR i HI S8 IR SO D
o MAHEREIER o FRAGRIREREEA] - R TO LUK T1 Frallskiv ekt - (A48
FREEIS IR B R - R IR ER R R - BIAN - SR T5EE - e ALK
BRI WEFGRRIREER] - SCHMA ST BYRIRE LA - 55 =04

I51RR SO BYEkA » DURe ST #0 S2 gk -

6.4 EERSHEEIRE

AEBTHEEZEIINES -

AR AHE B BB — LR DURER B [ 2 BUR BB EEER (Spam
recall ) & LRI -

FE R LB T LUHRE R G R R R A R B EHHY Spam Recall S228 450
FER > MEF LS - THZIEENERERE (BRER/N) - 22K Spam
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R —100
R, -20
Rnn 10
HETEmER 99%
Recall
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94.000%
92.000% M\\\ -
90.000% e
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86.000% s
84.000%
82.000%
80.000%
SO Sl S2 S3 S4 S5
—o— THEAIEE | 94.908% | 89.234% | 91.327% | 89.724% | 85.683% | 89.364%
—E- fEFERIETE | 94.098% | 89.204% | 91.311% | 89.670% | 85.621% | 89.292%

Recall REHVERRBAEEIFRADREFHITRIL T - AT LUEMEFIBIL R B e eI -
MANRAE R AR S AR TR R R HOR R AVE - — A IR R R 2R AR
PR TN SR LA > R &E R —Ba%s Spam Recall BARAIIEN » TEEA B BEARS
REUR - HERHE DU A IRAHAT Spam Recall 3 SR 52 - (Kt w] DARE IHASS SCRToE
Y7 EE B T R R AR B AR I AE ST - TS Ah—IE R B FIB R RE A5
BRENFIERESR (Spam precision) - [ 3 By HEEHER

FEE 3 W] 4NE B kE BB AT Spam Precision RFUMEREE 72 B - MAWISCHTZHAY
SR A > Spam Precision ARSI  TEHCRA I RADRERIBIL T E
PRI AR EER > thBtRRRANIR Spam Precision 15 » HARIEHWE LB g
WARBLIRE o BRI — (AR E R e — AR E A - AR R
H AR AERERF — BB AIBR G T A IEH S R B R B it & - (BT
BLEFESHE RN » 382 R Spam Precision B/ RER R R H R BT R BN - BLE -
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S0 S1 S2 S3 S4 S5
—— FAERIEE | 99.827% | 99.933% | 99.915% | 99.817% | 99.873% | 99.847%
—Er- GEREERETE | 99.890% | 99.950% | 99.966% | 99.878% | 99.927% | 99.990%

M5 T R EIELIRE AR - EAPREHA I LR DU BB IR H RN - IR H #
BEAMAHZ T+md  MIEHEE XBERAUBADRE M BEE B - RISk E
BaiH BB IR PR AR - R AR SR BERR=E (Miss Rate) {FR:AHZ2
BEERF I B SRR IR B i $EAE » BRSNS 4 For -

FHIE 4 1841 > AGRSCERRMHAY Miss Rate HELA B - 1 Miss Rate {ARELE
EFR IR E AN T BAB R ADRE IS - IEREARMET » B —HIEE
HEAIEIE - (K% Miss Rate fRAYRffi b g 3B B GER A RBBRE T - B Spam
Precision N[F]HYSE » Miss Rate DUEH B E 706 - KIERES ML HIE B HYIE H B4k

Miss Rate
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0.800% \\\ ~ ~/

0.600% w;;? = S ~—

0.400% —— ‘ .

0.200% =

0.000%

S0 S1 S2 S3 S4 S5

—— RHEHE 1.763% | 0.586% | 0.657% | 1.118% | 0.778% | 1.663%
—E- ERERIEE | 1.122% | 0.439% | 0.263% | 0.745% | 0.444% | 0.111%

December 2009 ! 787 Q



Z00 remrnpuRRECRBIBIS TR

ARFUIRYTEDL - R EBERS R ATREIAA G SO Ry A W] DUE R K Miss Rate © fijLL
b =REAFEELR 2 BIAR BRI DUS IR H B AR AR IETE R B R - & 5 FTil
RHIAEHESR (Accruacy ) fUFRAVREEHERBEAY AR -

Accuracy

96.000%
94.000%

92.000% K

90.000% \m/’m\m
88.000% ~ /J%

86.000% =
84.000%
$2.000%
S0 S1 $2 s3 S4 S5

—o— RAHAIETE | 94.450% | 90.173% | 92.173% | 90.898% | 87.353% | 90.045%
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B E AR Ry Spam mail ) HEFERBIEREIE FME A ERS - R« Miss Rate K
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R RIIRE M - B R BRGSO AV 7 SONME R DU S g8 R R B I BT R
HY) o EEAETE Miss Rate HHEERIREE -

DA_b R B 5 2 BARBR RSB DUR IE B ey FI =R f e AR 3 A SO Frie (i e
B - MAEARRT > S—(EEEATEE R 2 AR AT ARy 25 - RILEE
6 RIS - BB TSRS PR < L -

I 6 W LMSAIAGR AR AV T =UEEHE T LIS B S ruek M - (B2 1esds 1
KREBE TRRARRKA - E2ERR RIS (G 90%) KM REIRE - A
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